WNudopmannonHas naMaTka it 00yJaromuxcs A pa3MelIeHus Ha OQHUIMaIbHBIX HHTEPHET-
pecypcax

C Kax/1bIM IOZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTCS 0OJIbIlIE, a IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U MpobOIeMbl. DTa namsTKa JODKHA IOMOYb Tebe 6e301acHo
HaxXOJUTHCS B CETH.

Komnbrorepabie BUPyChbl

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTH KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K pa3MHOXKEHMIO. B 1onoaHeHNe K 3TOMYy,
BUPYCBI MOT'YT IOBPEUTH WM NOJHOCTHIO YHUUTOXKHUTH BCE (ailibl U TaHHbIE,
IIOJIKOHTPOJIbHBIE TI0JIB30BATEIN0, OT UMEHU KOTOPOTro Oblila 3amylleHa 3apakeHHas porpamma,
a TaKk)Ke MOBPEIUTh WIH AaXKEe YHUUTOXKHUThH ONEPALIMOHHYIO CUCTEMY CO BCeMH (ailiiamu B
11eJ10M. B O0NbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yii COBpeMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOILINE CEPhE3HBIN YPOBEHD 3alUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IlocTosiHHO ycTaHaBIMBal mayTH (IIUQPOBBIE 3aIIaTKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C [EJBIO JOPAaOOTKH MPOTPaMMBbl) U Ipyrue OOHOBJIICHHS CBOCH
OTIeparmoHHON cucteMbl. CKauMBai UX TOJIBKO ¢ OpHUIHALHOTO caiita padpadorynka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIBIXOTCPC 11O IIpaBaMM I10JIb30BATCIIA, 4 HC aIMUHUCTPATOpPA. 9T0 HE
IIO3BOJIUT 6OJII)IHI/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATLCA HA TBOEM IICPCOHATIBHOM
KOMIIBIOTEPC,

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMHBIE TPOTYKTHI U3BECTHBIX MTPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pu3HYECKUid JOCTYH K KOMIIBIOTEPY Il TOCTOPOHHUX JIMLL;

6. Vcrionb3yil BHEIIHUE HOCUTENN HH(OpMAIIMY, TaKHE Kak (hJelka, TUCK WU (aiiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKphIBail KOMIIbIOTEpHBIE (haiiiibl, TOTYyYEHHbIE U3 HEHA/IEKHBIX UICTOYHUKOB. [laxke Te
(aiinbl, KOTOpbIE MpUCIa TBOIM 3HAKOMBIN. JIyyllle yTouHH y HEro, OTHPABJISII JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opena, mapka. Eme B 1991
rojly HUJIepiaaHJcKas KoMraHus 3apeructpuponana opers "WECA", uyro o603Hayano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBOIHasE TOYHOCTH".

Jlo Harmiero BpeMeHHU jo1uia apyras abopeBuarypa, KoTopas SBISETCs] TAKOW e TeXHOJIOTUeH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHAPT BBICIICH
3ByKoBo# TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT, YTO 0O0IIEe0CTYyIIHbIE Wi-
Fi cetu He aBnsitoTcs 0€30MaCHBIMU.

CoBeTbl 110 O0€30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro muuHyto nuHpopMaluio yepes odmenoctymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KAKHE-TO HOMEPA,;

2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMBbl U Opanamayep. TeM caMmbIM ThI
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi orkmroun ¢pynknuro "OOmuit qoctyn K ¢daiiaM 1 mpuHTepam".
Jannast QyHKIHS 3aKpbhITa 0 YMOIYAHUIO, OJJHAKO HEKOTOPHIE MOIh30BATEIIN aKTUBUPYIOT €€
JUIsl yI0OCTBA MCIIOJIb30BaHUs B paboTe UiIH yueoe;

4. He ucnonssyit myonuunsiii WI-FI nns nepegaun AMuHbIX JaHHBIX, HAIPUMEP IS BBIXOJIA B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yii Tonbko 3amunieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-anmpeca BBoau UMeHHO "https://";

6. B moObunsHOM Tenedone otkimoun Gynkuuio "l[lonkmouenue k Wi-Fi aBromarnuecku". He
JIONyCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk ceTasM Wi-Fi 6e3 TBoero cormacwusi.

ConuajJbHEBIE CeTH

ConuanbHble CETH aKTUBHO BXOJST B Hallly )KM3Hb, MHOTHE JIIOJU padOTalOT U )KUBYT TaM
IOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUILIIHApA YEIOBEK, YTO SIBJISETCS OJHOM
CebMOIi BCeX KHUTENeH TuIaHeThl. MHOTHE MOJb30BaTeIH HE IIOHMMAIOT, YTO HHpOpMaIus,
pasMelleHHas UMH B COLIMAIBbHBIX CETAX, MOXKET ObITh HalJIeHa U MCII0JIb30BaHa KEM YTOJHO, B
TOM 4HCJIE€ HE 00513aTeIbHO ¢ OJ1aruMU HaMEPEHHSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb CIMCOK Apy3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYJailHBIX W HE3HAKOMBIX
JIIOAEH;

2. 3amuiail cBOr0 4acTHYIO *ku3Hb. He yka3biBail naponu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUYHYI0 HHPOPMALKIO. 370YMBIIIJIEHHUKHA MOTYT MCIIOJIb30BaTh JaKe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBCCTHU KAHUKYJIbI;

3. 3amminaii CBOIO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpocC: XOTe ObI ThI,
4TOOBI APYrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymai, mpexae 4emM 4To-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Eciiv Thl TOBOPHILB C JTKOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE PEAIBHOE UMS U
JPYTyIo JUYHYIO0 HH(GOPMAIUU: UM, MECTO JKUTENBCTBA, MECTO Y4eObl U mpoyee;

5. N36eraii pazmemenus pororpaduii B iaTepreTe, r1e Thl N300pakeH Ha MECTHOCTH, 110
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;



6. [Ipu peructpanuu B CONMATBLHONU CETH HEOOXOAUMO HCIIOIH30BATh CIOKHBIC MTAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHee §;

7. Jlns counaabHOM CETH, MOYThI U JPYTUX CAMTOB HEOOXOMMO HUCIOJIB30BaTh pa3HbIe MapOJIH.
Torma ecnu T€0s1 B3IOMAOT, TO 3JIOYMBIIIJICHHUKHU TIOTyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpazy.

DJIeKTPOHHBbIE IeHbI' U

OJNEKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIIOCO0 MIIaTeXEN, OJTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JEHBIH.

:‘)J'ICKTpOHHBIe JACHBbI'M ITOABHUIIMCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHn yHKIMOHUPYIOT M O HUX Y)K€ IPOMHICAHO B 3aKOHE, TJIe X Pa3JelisioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcs MpOBOIUTH onepauu 0e3 HAeHTH()UKALUY TTOJIb30BaTENs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0JIb30BATEINS ABISIETCS 0053aTENbHOM.

Taxxke cinenyeT pa3nndarhb 31EKTPOHHbIE (PUAaTHBIE AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY/1aPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C DJICKTPOHHBIMU JICHbI'aMU:

1. [TpuBsiku K cueTy MOOUIIBHBIN TeseoH. ITO caMblid yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBUTB JIOCTYII K c4ery. [IpuBs3aHHbBIN TenedOoH IMOMOXKET, €Cliu 3a0y/IeIlb CBOI
TUTATS)KHBIA TTAPOJTh WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonw3yit onHopazoBblie napoiu. [locne nepexona Ha yCUICHHYIO aBTOpU3AIUIO TeOe yxe
He Oy/IeT yrpoXaTh OMAaCHOCTh KPa)XH UITU MepexBarta MiIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIi mapons. [IpectynHukam OyneT He MPOCTO YraJaTh CIOKHBINA MapoJib.
Hanexubie maponu - 3To maposiv, KOTOpbIE COAepKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PBI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILb.
DJICKTPOHHAs 1OYTA

DNEKTPOHHAs NOYTA - 9TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH 110 IIEPECBIIKE U
MOJIyYEHUIO AJIEKTPOHHBIX COOOLIECHHM, KOTOpPBIE PacTIpeAEsIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIMK BBITJISIIUT CIIEIYIOIUM 00pa3oMm:
UMs_TI0Jb30BaTeNss(@uMsl_oMeHa. Takke Kpome rnepeaadu MpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb IepeiaBaTh (panisl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOI MOUTOM:
1. Hano BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE ecTh OrPOMHBII BBIOOD

OeCIUTaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIE IOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBBIN B
pEUTHHTE;



2. He yka3piBaii B TMYHOH MOYTe JIMYHYIO HHpOopMaruio. Hampumep, syurne BoIOpaTh
"My3bIKaNbHBIN (aHaT@" wim "pok2013" BmMecTo "Temal3";

3. Mcnonb3yit ABYX3TaHyI0 aBTOPU3AIHI0. DTO KOT[a IOMUMO TapoJis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Boibepu ciioxkHBIN TTaposib. I KaK0ro MOYTOBOTO SIUKA JOJKCH OBITh CBOM HAJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MO>KHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbIi /151 4aCTHOM MEPENUCKHU ¢ apecaTaMu,
KOTOPBIM ThI JIOBEPSIEIIb. ITO JIEKTPOHHBIN a/ipec HE HaI0 UCIIOJIb30BaTh MIPU PETUCTPAIIUU Ha

dbopymax u caiftax;

7. He oTkpsiBaii (paiinel U Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke€ €CIIM OHU MPUIIUTH OT TBOUX
npy3ei. Jlydie yro4Hu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. ITocie okoH4aHus pabOTHI HA IIOYTOBOM CEPBHCE IIEpe/] 3aKPHITHEM BKIIAJKH C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

Ku6epOy/utuHT WM BUPTYaJibHOE H3/1e€BaTeJIbCTBO

KubepOymuHr - mpecieoBanue coOO0IEHUSIMH, COACPKAIIMMUA OCKOPOJICHHUS, arpeccHIo,
3allyrMBaHKE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiics B 00if. JIyummii cioco0: mocoBeToBaThesl Kak ceOsl BECTH U, €CIIM HET TOTo, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. ECiy Thl HayHelb 0TBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30oXiKellb KOH(IUKT;

2. YopaBnsii cBoei kubeppernyramnuei;

3. AHOHUMHOCTH B ceT MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIUTraHCKUIA 00pa3 BUPTyalibHOM *U3HU. IHTepHET PUKCHpYET Bce TBOU
JEHCTBUS U COXpaHSEeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii einHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha HauaabHOU CTaauu;

7. Ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOINEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBUzeTens KnubepOyuiuHra. TBoU AeHCTBUS: BHICTYIMTH IPOTHUB MIPECIeI0BATENS,
M0Ka3aTh €My, 4TO €ro JIeUCTBUS OLICHUBAIOTCS HETaTUBHO, OJIIEPKATh KEPTBY, KOTOPOU



HYXHa [ICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEACHHUS B
CeTH.

MoOnabHbIi Tes1e()oH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOJIHE B3POCIbIA (DYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMITbIoTepamu. OJIHaKO, CPEACTB
3aLUTHI JJ1 TOI0OHBIX YCTPOMCTB MMOKA OYEHb Mallo. TeCTUpOBAaHUE U MOUCK ySI3BUMOCTEH B
HUX MMPOUCXOOUT HEC TaAK MHTCHCUBHO, KaK JJI HK, TO XK€ CaMO€ KacacTCia U MO6I/IJIBHLIX

MIPUITOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ IPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAJIOIH, OJHAKO
pacuupenue QpyHKIMOHAA BIeYeT 3a CO00M OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHoOBHBIE COBETHI ISl 0€3011acHOCTH MOOMITBLHOTO TenedoHa:

Huuero He sBisieTcs MMO-HACTOAIICMY OecIuIaTHBIM. By,HL OCTOPOIKCH, BCIb KOIr1a Tebe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO INIATHBIC YCIIYTU,

Hymait, npexnae yem otnpaButb SMS, hoTo niam Buseo. Thl TOUHO 3HAEIIb, IJI€ OHU OYAYyT B
KOHEYHOM HuTOre?

Heo6x011umMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApT(OHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPaMMBbl JJ11 MOOUJIBHBIX TEJE(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O KICTOYHUKA, BEAb OHU MOTYT COACPIKATh
BPEIOHOCHOE MTPOTpaMMHOE 00ecCTIeYeHuE;

[Tocne TOro Kak THI BRIWEIIH C CaiiTa, T/ie BBOAMII JIMUYHYIO HHPOPMAIIHIO, 3aii11 B HACTPONKHU
Opaysepa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JlaBaii cBoii HOMep MOOMJIBHOTO Tee(oHa TOJIBKO JOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0biBait nHor1a
MIPOBEPSTH 3TO.

Online urpsi

COBpeMeHHHe OHHafIH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaTbIBAIOIIUE PA3BJICYCHH, O6L€I[I/IH$IIOHII/IC
COTHH TBICAY YCIIOBCK 11O BCEMY MHUDY. HFpOKI/I HUCCICAYIOT I[aHHBIfI UM MUp, O6H_[aIOTCH ApYyT C
APYrom, BBITTIOJIHAIOT 3aJaHus, CPAKAOTCA C MOHCTpaMHU U IMMOJIY4YarOT OIIBIT. 3a YAOBOJIBCTBUC
OHU IJIATAT: IMOKYIIAOT AHUCK, OIIJIIaYUBAIOT a0OHEMEHT HJIH HpI/IO6pCTaIOT KaKHuC-TO OIIIHH.



Bce 3Tu cpeacTBa uayT Ha MojAJiepKaHUE U pa3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3ALINH, BBIITYCKAIOTCS HOBBIE AaT4X (1[G POBbIE 3aIIaTKH
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT onacaTtbCqa HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXKHu TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3allun OOIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu pyroii urpok BeneT cedst MI0X0 WK co3aaeT Tede HeNPHUATHOCTH, 3a0JI0KUPYH ero B
CIIHCKE UTPOKOB;

2. HO)KEUIy;ICH AIMUHHUCTpAaTOpaM MI'PBI HA INIOXO0C IMOBEACHUE 3TOI'0 UT'POKaA, KEJIATCIIBHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii 1nuHyto HHPOpMAIUIO B Ipodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE N1apOJIy;

7. Jlaxxe BO BpeMsI MBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3UTh.

DOUIIUHT WA Kpaxka JUIHbIX JAHHBIX

OOBIYHOM KpaXkeil JeHeT U TOKYMEHTOB CErOAHs YK€ HUKOTO He yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIICHHUKN TEPEMECTHIIMCH B UHTEPHET, U MTPOJIOJDKAIOT
3aHUMAThCS "IMIOOUMBIM" IEJIOM.

Tak nosiBuI1ach HOBasi yrpo3a: UHTEPHET-MOLIEHHUYECTBA WK (DUILIUHT, TJIaBHAs 11eJ1b KOTOPOTro
COCTOUT B MOJIyY€HUH KOH(GHUAESHIIMATBHBIX JAHHBIX M0JIb30BaTeNeH - JOTMHOB U naposeil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - peidHas noBis, password -
apoJb).

OcHOBHBIE COBETHI IO 6OpHOE ¢ (HUITMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOLIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHbIe U pa3HbIe apoiid. TakuM o0pa3om, eciau TeOs B3IOMAIOT, TO
3II0YMBIIIJICHHUKH TOJTy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te6s B3MOMau, TO HEOOXOAUMO MPEayIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
J00aBJICHBI y T€0S B IPY3bAX, O TOM, UTO T€Os B3JIOMAJIA U, BO3MOXKHO, OT TBOETO UMEHHU Oy1eT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;



5. Ycranosu HanexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpsiBaii (ailsibl ¥ Apyrue BIOKEHUS B UCbMaX, Aa)K€ €CIIM OHM MPUIITH OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

Hudposas penyranus

[udposas pemyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromas nHopmarus, pamMelieHHas B UHTEPHETE, MOXKET CEPhE3HBIM 00pazoM
OTpa3uThCs Ha TBOEH peanbHOM xu3Hu. "Lludposas pemyranus” - 3T0 TBOI UMUK, KOTOPBIN
dbopmupyeTcst u3 HHPOpMaIUK O TeOe B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6BI, TBOC (bl/IHaHCOBOC IIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue noapoCTKU JETKOMBICICHHO OTHOCSTCS K MyOJIMKAINK TUYHON HHPOPMAIIIH B
WNuTtepHeTe, HEe MOHUMAsI BO3MOYKHBIX TTOCIIEACTBUM. ThI 1a’ke HE CMOXKEIIIb TOTAaIaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommeHnTapuu, pa3merieHie TBoux Gpororpaduii u Ipyrue JeiHCTBUS MOTYT HE UCUE3HYTh JaKe
MOCJIE TOTO, KaK Thl UX YN, Thl HE 3HACIIH, KTO COXPAHIII 3Ty HHPOPMAITUIO, TIoTaja JIu
OHa B TIOUCKOBBIE CUCTEMBI H COXPAaHWIIACH JIX OHA, a TJIABHOE: YTO MOyMAIOT O TeOe
OKPYKAFOIIHE JTFOAM, KOTOPhIC HAUAYT M YBUIAT 3T0. HaliT MHpOpMAIUIO MHOTO JIET CITYCTSI
CMOKeET JIt000i1 - Kak 13 100phIX TOOYKACHH, TaK U C HAMEPEHHEM MPUYUHHUTD Bpea. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON permyTaluu:

1. ITogymaii, mpexe 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B OJ0re UM B COLUANIBHOM
CeTH;

2. B HacTpolikax npo¢uiist yCTAHOBU OTpaHUUYEHUS Ha IPOCMOTP TBOETO MPOUIIs U €T0
COJZIEP’)KUMOT0, CIIENal €ro TOJIbKO "Il Ipy3en';

3. He pa3smemnait u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-1100 OCKOPOISAThH WK
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE TT0JIb30BaTeNN IIM(PpoBOro npocrpancTBa. OgHaKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTHMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMmuH "HHTEIEKTYyalbHasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOro yMa, HauMHasi C HOBBIX M300pETeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, M 3aKaHYUBasi KHUTramu, pororpadusMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKI/IC IpaBa - 3TO IIpaBa Ha UHTCIIJICKTYAJIbHYIO COOCTBEHHOCTh Ha MMPOU3BCACHUA HAYKH,
JIMTEPATYPbI U HCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIIAIOT B KAYCCTBC rapaHTUH TOro, 4T0



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HAlpacHbIM, AaCT €My CIIpaBeIMBbIC
BO3MO>KHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U MIPU3HAHHUE.
Huxkro 6e3 paspemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTH €0 MPOU3BECHHUE, PACIPOCTPAHSTD,
MyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IIyCKaTh B MPOKAT, ITYOJIUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe WK pa3memiaTs B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00€CIeUeHUs] MOXKET IPUBECTH K MHOTUM
pHCKaM: OT OTEPH JTAaHHBIX K TBOUM aKKayHTaM 10 OJIOKHPOBKH TBOETO YCTPOMCTBA, I'/ie
yCTaHOBJICHA HeslerajbHast mporpamma. He cTout Taxoke 3a0bIBaTh, 4YTO CYIIECTBYIOT JICTaJIbHBIE
1 OecIutaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.

O nopraJjie

CereBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETU. 3/IECh Thl MOXKEIIb Y3HATh O 0€30ITaCHOCTH B
CETH TOHATHBIM M JIOCTYITHBIM SI3BIKOM, a IIPU BOBHUKHOBEHUN KPUTUYECKON CUTYyaIH
00paTHThCS 32 COBETOM. A TaKKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMBIM ITU(GPOBEIM
rpax jaHuHOM !



